


    
    
      
    

    
    
    
    
      

    

    
      
 
 
 Leader in results-oriented cybersecurity
 Protecting business and government from non-tolerable events using the latest technology
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       Positive Technologies products and solutions

 All Positive Technologies solutions are designed with industry-specific knowledge of how to protect business and a firm grasp of regulatory requirements.
 
 
 




 
 Secure development
 Protection of applications throughout the entire lifecycle: from development to operation
 Learn more   



 Industrial network security
 Protecting manufacturing companies from cyberthreats at the network, system, and application level
 Learn more   



 Infrastructure security
 Comprehensive protection of companies from cyberthreats
 Learn more   



  
        Our clients
      
 Over 2,300 organizations across the globe use our technologies and services, including 80% of the companies from the «Expert-400» rating.
 All clients
 
 PJSC «Transneft» 

PJSC ROSSETI 

JSC «Rosenergoatom» 

Rostec 

Rosneft 

VGTRK 

MegaFon 

The official portal of the Moscow Mayor and Moscow Government 

Russian Railways 

AO «ALFA-BANK» 
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  Analytical articles
 All articles
 
                Cyberthreats/Incidents
              
 March 5, 2024 
                  Cybersecurity threatscape: Q4 2023
                


                Cyberthreats/Incidents
              
 February 20, 2024 
                  Trends in phishing attacks on organizations in 2022–2023
                


                Cyberthreats/Incidents
              
 February 16, 2024 
                  Positive Technologies: vulnerability disclosure and researchers/vendors interaction in 2022–2023
                


                Cyberthreats/Incidents
              
 December 21, 2023 
                  Cybersecurity threatscape for Latin America and the Caribbean: 2022–2023
                


                Finance/Banking
              
                Cyberthreats/Incidents
              
 December 14, 2023 
                  Cyberthreats to the financial industry: interim results for 2023
                


                Corporate infrastructure
              
                APT groups and operations
              
 December 13, 2023 
                  Results of cybersecurity incident investigations in 2021–2023
                


 November 30, 2023 
                  Standoff 365 Bug Bounty platform: first year in review
                


                Cyberthreats/Incidents
              
 November 13, 2023 
                  Cybersecurity threatscape: Q3 2023
                


                Cyberthreats/Incidents
              
 October 4, 2023 
                  GCC data in demand on the cybercriminal services market
                


                Cyberthreats/Incidents
              
 September 18, 2023 
                  How individuals are attacked in the Middle East
                



 PT ESC Threat Intelligence
 All materials
 November 30, 2023 
                  Hellhounds: operation Lahat
                

October 25, 2023 
                  A pirated program downloaded from a torrent site infected hundreds of thousands of users
                

September 27, 2023 
                  Dark River. You can't see them, but they're there
                

July 24, 2023 
                  Space Pirates: a look into the group's unconventional techniques, new attack vectors, and tools
                

May 18, 2023 
                  (Un)secure development, part 2: borrowing metadata from popular packages to fake Python project ratings
                

December 9, 2022 
                  APT Cloud Atlas: Unbroken Threat
                

December 6, 2022 
                  TgRAT
                

August 4, 2022 
                  Flying in the clouds: APT31 renews its attacks on Russian companies through cloud storage
                

May 17, 2022 
                  Space Pirates: analyzing the tools and connections of a new hacker group
                

September 30, 2021 
                  Masters of Mimicry: new APT group ChamelGang and its arsenal
                




 Threatscape
 All vulnerabilities
 
    Medium — 5,0
   December 3, 2022 PT-2022-05: Stored Cross-Site Scripting (XSS)

    Medium — 5,0
   December 3, 2022 PT-2022-04: Cross Site Template Injection (CSTI)


 All vulnerabilities
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        Our projects
      
 
 
 


 

 
          Bug Bounty
        
 A platform where ethical hackers train their skills and make real money, while companies develop cyberresilience
 Learn more   


          Standoff
        
 A cyberrange that models the production and business processes of real companies
 Learn more   


          Positive Hack Days
        
 International forum on practical security held in Moscow annually since 2011
 Learn more   



  Questions?
 

  
      First and last name
    
 

 
      Email
    
 
 
      Phone
    
 

 
      Your question
    
 

   I give my consent to the processing of my personal data as described in the Privacy Notice.



  I give my consent to receive marketing and informational messages.



 
    Send
     

 



 
        SOLUTIONS
       	
            ICS/SCADA
          
	
            Vulnerability Management
          
	
            Financial Services
          
	
            Protection from targeted attacks (anti-apt)
          
	
            PT Industrial Cybersecurity Suite
          
	
            Utilities
          
	
            ERP Security
          
	
            Security Compliance
          



        PRODUCTS
       	
            MaxPatrol 8
          
	
            MaxPatrol SIEM
          
	
            PT Application Firewall
          
	
            PT Application Inspector
          
	
            PT ISIM
          
	
            PT Network Attack Discovery
          
	
            PT Sandbox
          
	
            XSpider
          
	
            MaxPatrol VM
          
	
            MaxPatrol SIEM All-in-One
          
	
            PT MultiScanner
          
	
            PT BlackBox
          



        SERVICES
       	
            ICS/SCADA Security Assessment
          
	
            ATM Security Assessments
          
	
            Web Application Security Services
          
	
            Mobile Application Security Services
          
	
            Custom Application Security Services
          
	
            Penetration Testing
          
	
            Forensic Services
          
	
            Advanced Border Control
          



        ANALYTICS
       	
            Threatscape
          
	
            PT ESC Threat Intelligence
          
	
            Cybersecurity glossary
          
	
            Knowledge base
          



        ABOUT
       	
            Clients
          
	
            Press
          
	
            News
          
	
            Events
          
	
            Contacts
          
	
            Documents and Materials
          
	
            Help portal
          




  
 
          Policies and legal
         
          Support
        
 © Positive Technologies, 2002–2024.








    
      
      
      
      
    
  